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1. Proposal
This solution describes in more detail an option included in Solution 5 that specifically addresses the establishment of user plane connectivity between a UAV/UAV-C and the UTM/USS that enables remote identification and tracking for UAV operations.
The establishment of user plane connectivity for C2 communication and the UAV-C/UAV pairing authorisation are not addressed in this solution.

As described in Solution 5 the following steps are required before a UAV can request user plane connectivity for UAV operations.
1. Registration of UAV to UTM/USS
According to regulatory requirements a UAS operator is required to register the UAV to a UTM/USS. The UAS operator registers the UTM/USS using a procedure that is out of scope of 3GPP. The UTM/USS may assign a CAA-Level UAV ID.
2. Requesting flight authorization to a UTM/USS

A UAS operator requests flight authorization from the UTM/USS with a procedure which is also out of scope of 3GPP. During the flight authorization procedure, the UAS operator provides flight path details, UAV identification and pilot name. The UTM/USS may assign a Flight Authorization ID for the authorized flight.
3. Registration of UAV to the 3GPP system
The UAV registers to the 3GPP network using its 3GPP credentials. As described in Solution 5, the AMF may initiate an UUAA procedure in order for the 3GPP network to verify that a UAV is registered to a UTM/USS.
4. Authorization of UAV to establish user plane resources in 3GPP network for remote identification & tracking for an authorized UAV operation
A UAV may have multiple services running some of which may not be related to flight operations, e.g., UAV downloads a firmware update. Hence a UTM/USS is not required to be always involved for authenticating a UAV when a UAV requests user plane resources in 3GPP network for such services. 
When a UAV has a flight authorised (as per step 2) and requires user plane connectivity in the 3GPP network for conveying remote identification & tracking information to a UTM/USS the UAV requests a PDU session where the request includes an indication that the PDU session is going to be used for UAV operations. 
NOTE: 
The indication can be an explicit indication or may be identified by using a specific DNN/S-NSSAI.

Such indication is used by the 3GPP network as a trigger to interact with a UTM/USS via a UFES to request authentication for a flight operation 

Further details of this solution are presented below, as part of the proposed changes to TR 23.754.

***** START OF CHANGES *****
6.X
Solution X: UAV establishing user plane connectivity for remote identification & tracking for UAV operations
6.X.1
Introduction

This solution addresses the key issues 1#, 2#, 3#, #7.
This solution describes in more detail an option included in Solution 5 that specifically addresses the establishment of user plane connectivity between a UAV/UAV-C and the UTM/USS that enables remote identification and tracking for UAV operations.
The establishment of user plane connectivity for C2 communication and the UAV-C/UAV pairing authorisation are not addressed in this solution.
6.X.2
Functional Description
Editor's note:
This clause outlines solution principles and documents any assumptions made.

The procedure follows the procedures described in Solution 5 which are:
-
Registration of UAV to UTM/USS

-
A UAS operator registers the UAV, providing the PEI of the UAV device to a UTM/USS with a procedure which is out of scope of 3GPP. The registration procedure includes details of the UAS operator, pilot, UAV make and model etc. The UTM/USS may assign a CAA Level UAV ID.
-
Requesting flight authorisation from UTM/USS

-
A UAS operator is also required to request a flight authorisation from the UTM/USS. The procedure is also out of scope of 3GPP. When the request is authorised the UTM/USS may assign a Flight Authorisation ID which is used by the UTM/USS to associate an authorised flight to a UAV. 

-
UAV registration to 3GPP network

-
A UAV registers with the 3GPP network using standard 3GPP procedure. 
-
As described in Solution 5 an optional UUAA procedure may take place for the 3GPP network to verify that a UAV has been registered to a UTM/USS.
-
Requesting user plane resources for UAV operation

-
When a UAV is authorised for a flight by UTM/USS the UAV requests user plane connectivity in the 3GPP system for flight operation in order to convey remote identification and tracking information of the authorized flight to a UTM/USS. As described in Solution 5. the UAV includes in a PDU session establishment request an indication for UAV operation.
NOTE:
The indication can be an explicit indication or may be identified by using a specific DNN/S-NSSAI.


The UAV also include in the request the relevant Flight Authorisation ID, CAA Level UAV ID, if provided by the UTM/USS in a container.
-
When the SMF/UFES identifies that the PDU session is for UAV operation the SMF/UFES request authorisation from a UTM/USS. The request includes the information contained in the container provided by the UAV and includes the CAA Level UAV ID and Flight Authorisation ID if provided. The SMF also includes the PEI of the UAV.
-
The UTM/USS authorises the request and includes in the Authorisation Accept authorisation data that includes Remote Identification & Tracking Information (RITI).
-
RITI includes:

-
A destination endpoint for sending the UAV data (e.g. the UTM/USS address)

-
A UAV ID which is created by the UTM/USS and is used for remote identification and tracking of the UAV. The UAV ID is linked to a flight authorised by the UTM/USS.
-
Optionally a Reporting Frequency indicating how frequently the UAV sends it data to the UTM/USS

-
The SMF includes the RITI in the PDU session establishment accept message to the UAV and is used by the UAV when a UAV session is established with a UTM/USS
-
The UAV uses the RITI to identify the UTM (endpoint) and establish a UAV session. The UAV ID is used as the means to remotely identify a UAV via broadcast information and for UAV sessions over user plane connectivity between the UAV and UTM.
6.X.3
Procedures

Editor's note:
This clause describes high-level procedures and information flows for the solution.

The procedure for establishment of a PDU session for UAV operations is shown below: 
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Figure 6.X.3-1: Establishment of a PDU session for UAV operations

0.
UAV registration: A UAS operator registers the UAV, providing the PEI of the UAV device to a UTM/USS with a procedure which is out of scope of 3GPP. The registration procedure includes details of the UAS operator, pilot, UAV make and model etc. The UTM/USS may assign a CAA-Level UAV ID.
1.
UAV Flight Authorisation Request: A UAS operator requests flight authorisation from the UTM/USS provider. At this step the UAS operator provides information identifying the UAV device (i.e. the PEI) and flight path information. The UTM/USS authorises the request and may assign a Flight Authorisation ID. This procedure is also out of scope of 3GPP.
2.
UAV is configured with the Flight information (may include Flight Authorisation ID if provided by the UTM/USS). This operation is also out of scope of 3GPP.
3.
The UAV registers with the 5GC of PLMN-a by performing a normal 5G registration procedure. 
4.
During the procedure the AMF obtains the PEI of the UAV.

5.
During registration an optional UUAA procedure may be initiated by the AMF as described in Solution 5.

6.
When the UAV requires connectivity to convey remote identification and tracking information for UAV operation to a UTM/USS the UAV initiates a PDU Session Establishment Request including an indication that the PDU session is required for UAV operation. The UAV includes in a UAV operations transparent container, the CAA-Level UAV ID and the Flight Authorisation ID of the associated flight path if provided by the UTM/USS in step 1.
Editor's Note: It is FFS if the "indication for UAV operation" in the PDU Session Establishment Request is explicitly (i.e. specific UAV operation indication) or implicitly (i.e. specific DNN, S-NSSAI) included 

7.
The AMF first selects an SMF that is capable to support PDU Sessions for UAV operation and forwards the PDU session establishment request to the selected SMF. This message includes the “UAV operation request” indication, the UAV operations transparent container, the PEI of the UAV and the present location of the UAV, i.e., the present Tracking Area Identity (TAI) and Cell Identity (CID) of the UAV. The “UAV operation request” indicates to SMF that the requested PDU Session is needed in order to support UAV operations (e.g. in order to allow a UAV to fly according to an authorized flight plan).

8.
The SMF/UFES obtains the SM subscription data of the UAV from UDM and selects a UTM/USS to verify the UAV is authorised for UAV operation. The SMF/UFES select a UTM/USS based on the present location of the UAV and the CAA-level UAV ID provided by the UAV..
9.
The SMF/UFES sends a UAV Operation Request message to UTM/USS which includes the PEI, the UAV operations transparent container and the present location of the UAV. This message is sent to the UTM/USS via UAV6 reference point.
10.
The UTM/USS authorises the request and determines the RITI. The RITI includes; a globally unique CAA-Level UAV ID, generated by the UTM/USS, that is used as a means to remotely identify the UAV and also includes the UTM endpoint address for the UAV to report data. In addition, the UTM/USS may determine Authorisation Data that include the authorised area & time where the UAV can operate. 

NOTE 1: At this point the UTM/USS verifies that the UAV s authorised for UAV operation based on PEI of the UAV and, if provided, the CAA-Level UAV ID and Flight Authorisation ID. 
11.
UTM/USS sends a UAV Operation Accept response to SMF via UAV6 reference point including the RITI. The UTM may also provide Authorisation Data denoting conditions that this PDU session is authorised to be active (e.g. location area/time).
12.
The SMF/UFES stores the authorization data and may subsequently use it to determine if the UAV operates in compliance within this data, e.g. if it remains within the authorized area of operation.


After this step, the SMF may interact with the PCF, as normally, and receive PCC rules applicable to the PDU Session for UAV operation. As an example, these PCC rules may contain QoS information that should be applied by the radio access network for establishing the resources needed to support the UAV operation.

13.
The SMF sends a PDU Session Establishment Accept message that contains the RITI to the UAV.
14.
The UAV broadcasts the CAA-Level UAV ID which is used for remote identification of the UAV over the air.
15abc.
The UAV also uses the UAV ID to report flight information data (i.e. position, speed altitude etc) to the UTM (endpoint) identified by the received RITI. The UAV ID is used by the UTM to associate the UAV with a valid flight authorization.

16.
The UTM receives the UAV data provided by the UAV and identifies / tracks the UAV.
6.x.4
Impacts on Existing Nodes and Functionality
The solution has impacts in the following entities:

-
UAV

-
Include a new indication for UAV operation when requesting a PDU session

-
SMF

-
Determining a PDU session is for UAV operation

-
Request authorisation for UAV operation to a UTM/USS (via a UFES) via a new reference point UAV6
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